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How to Use this Tool 

This tool provides guidance on human rights challenges posed by icts in private security 

companies. Each section is self-contained — navigate directly to sections most relevant to 

your operations. 

Sections in this tool 

1.  Privacy and Data Protection 

2.  Surveillance and Monitoring 

3.  Algorithmic Bias and Discrimination 

4.  Digital Security and Cybersecurity 

5.  Accountability and Transparency 

6.  Labor Rights in the Digital Age 

Case study companies used throughout  (all fictitious) 

GlobalGuard Security Solutions   

SecureTech Innovations   

Heritage Protection Services   

All case studies are fictitious and for illustration only. 
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1. Introduction 

Version 1.1  ·  June 2026  ·  Key regulatory updates 

EU AI Act Art.5 prohibitions (Feb 2025) restrict social scoring, emotion recognition, biometric 

categorisation AI. Annex III deadline revised to December 2027 (EU Digital Omnibus, May 2026). CoE 

AI Convention now binding for EU member states (May 2026). 

 

1.1 Overview of ICTs in PSCs 

The integration of Information and Communication Technologies (ICTs) in private 

security operations has revolutionized the industry, offering unprecedented capabilities for 

enhancing security measures. However, this digital transformation brings with it a complex 

set of challenges, particularly in the realm of human rights. 

 
Key ICT applications in PSCs include: 

• Advanced surveillance systems 

• Biometric identification technologies 

• Data analytics for threat assessment 

• Cybersecurity measures 

• Digital communication platforms 

 

1.2 Importance of Human Rights Considerations 

As PSCs increasingly rely on ICTs, it's crucial to understand and address the potential impact 

these technologies can have on individual freedoms and rights. Responsible use of ICTs 

requires a delicate balance between leveraging technology for improved security and 

upholding the duty to respect and protect fundamental human rights. 

 
  

Human Right Implication for PSCs 

Right to Privacy 

PSCs must ensure that their ICT practices protect the privacy and 
personal data of individuals, in compliance with applicable data 
protection laws and regulations, and avoid unauthorized 
surveillance or data breaches. 

Freedom of 
Movement and 
Assembly 

PSCs should respect individuals' rights to move freely and 
assemble peacefully, ensuring that security measures do not 
unjustly restrict these freedoms or lead to unlawful detentions or 
dispersals. 

Right to Non-
Discrimination 

PSCs must ensure that their ICT practices do not discriminate 
against individuals based on nationality, ethnicity, gender, or 
other protected characteristics, promoting equality and inclusivity 
in all operations. 

Right to Due Process 

PSCs must ensure that their security operations respect the right 
to due process, including fair treatment, the right to legal 
representation, and the right to appeal in any proceedings 
involving their actions. 

Freedom of 
Expression 

PSCs should ensure that their ICT practices do not infringe on 
individuals' freedom of expression, allowing for open 
communication and criticism without fear of retaliation or 
censorship. 
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Human Right Implication for PSCs 

Right to Work and 
Fair Working 
Conditions 

PSCs must ensure that their employment practices respect the 
right to work and provide fair working conditions, including safe 
environments, fair wages, and non-discriminatory policies for all 
employees. 

 

1.3 Chapter Structure 

This tool examines key areas where ICT use in PSCs intersects with human rights concerns: 

1. Privacy and Data Protection 

2. Surveillance and Monitoring 

3. Algorithmic Bias and Discrimination 

4. Digital Security and Cybersecurity 

5. Accountability and Transparency 

6. Labor Rights in the Digital Age 

 
It considers these areas using the following approaches 

• Human rights implications 

• Best practices for responsible ICT use 

• Implementation considerations 

• Practical case studies 

• Quick tips and checklists 

By understanding these issues, PSCs can develop strategies to harness technology's benefits 

while upholding their responsibility to respect and protect human rights. 

 
Quick Tips: 

• Conduct regular human rights impact assessments for all ICT implementations 

• Stay informed about evolving technologies and their potential human rights 

implications 

• Foster a culture of human rights awareness throughout the organization 

• Engage with external experts and stakeholders for diverse perspectives on ICT use 

 
Implementation Checklist: 

□ Appoint a dedicated Human Rights Officer or Human Rights team 

□ Develop a comprehensive Human Rights Policy that addresses ICT use 

□ Implement regular staff training on human rights and ICTs 

□ Establish clear reporting mechanisms for human rights concerns related to ICT use 

□ Regularly review and update ICT practices to align with human rights standards 

 
Common Pitfalls to Avoid: 

• Assuming that technological efficiency always aligns with human rights protection 

• Overlooking the cumulative impact of multiple ICT systems on human rights 

• Failing to consider the diverse needs and vulnerabilities of different stakeholder 

groups 

• Neglecting to update human rights policies and practices as technologies evolve 
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    Key Takeaway: By addressing these challenges proactively, PSCs can position 

themselves as leaders in responsible ICT use, enhancing their reputation, operational 

effectiveness, and commitment to human rights in the digital age. 
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2. Privacy and Data Protection 

 

2.1 Definition and Relevance to PSCs 

Privacy and data protection refer to the rights of individuals to control their personal 

information and the obligation of organizations to safeguard this data. For PSCs, this is 

particularly crucial as they often handle sensitive personal information of clients, employees, 

and individuals encountered during operations. 

 
(For more detailed guidance on data protection practices, see Tool 3: Data Collection and 

Privacy Protection and Tool 4: Best Practices for Data Storage and Protection) 

 
Relevance to PSCs: 

• Handling of client and employee personal data 

• Collection of security-related information 

• Use of surveillance technologies 

• Management of access control systems 

• Storage and processing of incident reports 

 

2.2 Specific Challenges 

PSCs face several challenges in maintaining privacy and data protection: 

• Data Collection: Balancing security needs with privacy rights 

• Data Storage and Security: Protecting against unauthorized access or breaches 

• Data Sharing: Managing information sharing with clients, law enforcement, or 

other stakeholders 

• Consent Management: Obtaining and maintaining informed consent for data 

collection and use 

• Cross-border Data Transfers: Navigating different privacy laws when operating 

across jurisdictions 

 

2.3 Human Rights Implications 

Improper handling of personal data can impact several human rights: 

• Right to Privacy: Excessive or improper data collection can violate this 

fundamental right 

• Freedom of Expression: Fear of surveillance or data misuse can lead to self-

censorship 

• Non-discrimination: Misuse of personal data can lead to unfair treatment or 

profiling 

• Right to Information: Individuals have the right to know how their data is being 

used 

 

2.4 Best Practices 

To address these challenges, PSCs should: 
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• Implement Privacy by Design: Integrate privacy considerations into all aspects of 

operations and technology from the outset 

• Conduct Regular Privacy Impact Assessments: Evaluate the privacy risks of new 

and existing data practices 

• Adopt Data Minimization: Collect and retain only the data necessary for specific, 

legitimate purposes 

• Ensure Robust Data Security: Implement strong encryption, access controls, and 

regular security audits 

• Provide Transparency: Clearly communicate data collection practices and 

individual rights to data subjects 

• Establish a Data Breach Response Plan: Prepare for potential data breaches with 

a clear response protocol 

 

2.5 Implementation Considerations 

When implementing privacy and data protection measures, PSCs should consider: 

• Resource Allocation: Dedicate sufficient resources to privacy and data protection 

measures 

• Staff Training: Ensure all employees understand privacy principles and their 

responsibilities 

• Technology Selection: Choose technologies that support strong privacy and 

security features 

• Policy Development: Create comprehensive privacy policies and regularly review 

them 

• Compliance Monitoring: Stay updated on relevant privacy laws and regulations 

across operating jurisdictions 

 

2.6 Case Study: GlobalGuard Security Solutions 

This is a fictitious case study for illustrative purposes 

 
GlobalGuard, a mid-sized PSC, was contracted to secure an international conference. They 

faced challenges in balancing comprehensive security with attendee privacy rights across 

multiple jurisdictions. GlobalGuard implemented a data minimization strategy, collecting 

only essential information. They provided clear communication about data practices to 

attendees, implemented strong encryption, and established a data deletion protocol. Staff 

received specialized privacy training. 

Results: 

The event was secured without privacy incidents. GlobalGuard earned praise for their 

balanced approach. 

Key Lessons: 

• Proactive privacy measures enhance security operations 

• Clear communication builds trust in data handling practices 

• Adapting to international privacy standards can be a competitive advantage 

 

2.7 Quick Tips 

• Regularly update privacy notices and obtain fresh consent when data use changes 
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• Use anonymization or pseudonymization techniques where possible 

• Implement a "need-to-know" basis for data access within the organization 

• Conduct regular privacy audits and address findings promptly 

 

2.8 Implementation Checklist 

□ Develop a comprehensive privacy policy 

□ Implement robust data security measures (encryption, access controls, etc.) 

□ Establish a process for obtaining and managing consent 

□ Create a data inventory and classification system 

□ Set up a process for handling data subject requests (access, deletion, etc.) 

□ Develop a data breach response plan 

□ Conduct regular staff training on privacy and data protection 

 

2.9 Common Pitfalls to Avoid 

• Collecting more data than necessary "just in case" 

• Neglecting to update privacy practices as technologies or operations change 

• Assuming that data security alone ensures privacy 

• Overlooking the importance of employee privacy in addition to client data protection 

 
    Key Takeaway: By prioritizing privacy and data protection, PSCs can build trust with 

clients and employees, comply with legal requirements, and uphold their commitment to 

human rights in the digital age. 
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3. Surveillance and Monitoring 

 

3.1 Definition and Relevance to PSCs 

Surveillance and monitoring refer to the systematic observation and collection of 

information about individuals, groups, or environments. For PSCs, these activities are often 

central to their operations, used to detect threats, prevent incidents, and ensure the safety of 

people and assets. 

(This topic is explored in greater depth in Tool 7: Surveillance and Monitoring.) 

 
Relevance to PSCs: 

• Physical security monitoring (e.g., CCTV systems) 

• Cybersecurity surveillance 

• Employee monitoring for safety and performance 

• Access control systems 

• Threat detection and incident response 

 

3.2 Specific Challenges 

PSCs face several challenges in implementing surveillance and monitoring: 

• Scope of Surveillance: Determining appropriate limits to surveillance activities 

• Technological Advancements: Keeping pace with rapidly evolving surveillance 

technologies 

• Data Management: Handling large volumes of surveillance data securely 

• Legal Compliance: Navigating complex and varying surveillance laws across 

jurisdictions 

• Ethical Considerations: Balancing security needs with privacy and civil liberties 

 

3.3 Human Rights Implications [add graphic] 

Surveillance and monitoring can significantly impact human rights: 

• Right to Privacy: Excessive surveillance can infringe on personal privacy 

• Freedom of Movement: Monitoring systems may restrict or track individuals' 

movements 

• Freedom of Assembly: Surveillance can discourage or interfere with the right to 

gather peacefully 

• Non-discrimination: Biased monitoring practices can lead to unfair profiling or 

treatment 

• Freedom of Expression: Fear of surveillance may lead to self-censorship 

 

3.4 Best Practices 

To address these challenges, PSCs should: 

• Implement Proportionate Surveillance: Ensure surveillance measures are 

necessary and proportionate to the security objectives 
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• Conduct Regular Audits: Regularly review surveillance practices for effectiveness 

and potential rights infringements 

• Ensure Transparency: Clearly communicate surveillance practices to affected 

individuals 

• Adopt Privacy-Enhancing Technologies: Use technologies that minimize data 

collection while achieving security goals 

• Implement Strong Data Governance: Establish clear policies for data collection, 

use, storage, and deletion 

• Provide Training and Awareness: Educate staff on the ethical use of surveillance 

technologies 

 

3.5 Implementation Considerations 

When implementing surveillance and monitoring systems, PSCs should consider: 

• Legal Framework: Understand and comply with relevant laws and regulations 

• Stakeholder Engagement: Consult with clients, employees, and communities 

affected by surveillance 

• Technology Selection: Choose surveillance technologies with built-in privacy 

safeguards 

• Impact Assessments: Conduct regular human rights impact assessments of 

surveillance practices 

• Oversight Mechanisms: Establish internal and external oversight to prevent 

misuse of surveillance systems 

 

3.6 Case Study: SecureTech Innovations 

This is a fictitious case study for illustrative purposes 

 
SecureTech, a small PSC, was contracted to provide security for a large public event. They 

implemented a facial recognition system to identify potential threats. However, concerns were 

raised about privacy and potential bias in the system. 

SecureTech addressed these concerns by: 

1. Limiting facial recognition to a watchlist of known threats 

2. Implementing strict data retention policies 

3. Providing clear signage about the use of facial recognition 

4. Offering an alternative entrance for those who opted out of facial recognition 

Results: This balanced approach allowed SecureTech to maintain effective security while 

respecting privacy rights and addressing potential bias concerns. 

 

3.7 Quick Tips 

• Regularly update surveillance policies to reflect technological advancements and 

evolving legal standards 

• Use signage to inform individuals about surveillance activities in monitored areas 

• Implement a robust access control system for surveillance data 

• Regularly train staff on the ethical use of surveillance technologies 
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3.8 Implementation Checklist 

□ Develop a comprehensive surveillance policy 

□ Conduct a human rights impact assessment for all surveillance activities 

□ Implement data minimization and retention policies 

□ Establish clear procedures for handling surveillance data 

□ Set up an oversight committee for surveillance practices 

□ Provide regular training on ethical surveillance practices 

□ Implement a system for addressing complaints related to surveillance 

3.9 Common Pitfalls to Avoid 

• Implementing surveillance technologies without clear operational need or 

justification 

• Neglecting to inform individuals about surveillance activities 

• Retaining surveillance data longer than necessary 

• Failing to secure surveillance systems against unauthorized access or hacking 

• Using surveillance data for purposes beyond its original intent without proper 

justification and safeguards 

 
Potential Challenges and Mitigation Approaches: 

Challenge Mitigation Approach 

Keeping pace with rapidly evolving 
surveillance technologies 

Establish partnerships with tech experts and conduct 
regular technology assessments 

Balancing security needs with privacy 
rights 

Implement privacy-by-design principles and conduct 
regular impact assessments 

Ensuring compliance across different 
jurisdictions 

Develop a comprehensive legal compliance framework 
and engage local legal experts 

Managing large volumes of surveillance 
data 

Implement data minimization practices and robust data 
management systems 

 
    Key Takeaway: By implementing responsible surveillance and monitoring practices, 

PSCs can enhance security while respecting human rights and building trust with clients and 

the public. 
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4. Algorithmic Bias and Discrimination 

 

4.1 Definition and Relevance to PSCs 

Algorithmic bias and discrimination refer to unfair or unequal treatment of individuals 

or groups resulting from the use of automated decision-making systems. For PSCs, this is 

particularly relevant as they increasingly rely on AI and machine learning technologies in 

their operations. 

(For a comprehensive approach to addressing algorithmic bias, refer to Tool 8: Addressing 

Algorithmic Bias in Private Security Companies.) 

 
Relevance to PSCs: 

• Threat assessment and risk prediction algorithms 

• Automated access control systems 

• AI-powered surveillance and monitoring tools 

• Recruitment and human resources management systems 

• Client profiling and service customization tools 

 

4.2 Specific Challenges 

PSCs face several challenges in addressing algorithmic bias and discrimination: 

• Data Quality: Ensuring training data is representative and free from historical 

biases 

• Algorithmic Transparency: Understanding and explaining complex AI decision-

making processes 

• Intersectionality: Addressing multiple, overlapping forms of bias and 

discrimination 

• Evolving Technologies: Keeping pace with rapidly advancing AI and machine 

learning capabilities 

• Regulatory Compliance: Navigating emerging laws and regulations on AI ethics 

and fairness 

 

4.3 Human Rights Implications 

Human Right Implication for PSCs 

Right to Non-
discrimination 

PSCs must ensure their AI and algorithmic systems do not unfairly treat 
individuals based on protected characteristics such as race, gender, or 
ethnicity, which could lead to discriminatory security practices or decision-
making. 

Right to Privacy 
PSCs need to carefully manage data collection practices for AI systems, 
ensuring they don't engage in overly invasive data gathering that could violate 
individuals' privacy rights or lead to excessive surveillance. 

Right to Due 
Process 

PSCs must maintain transparency in their use of automated decision-making 
systems and provide mechanisms for individuals to contest decisions, 
ensuring fairness and accountability in security operations. 

Freedom of 
Movement 

PSCs should regularly audit their access control systems to prevent biased 
algorithms from unfairly restricting certain individuals' movements or access 
to areas and services based on demographic factors. 
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Human Right Implication for PSCs 

Right to Work 
PSCs must scrutinize any AI-driven hiring or employee management tools to 
prevent discriminatory practices in recruitment, promotion, or task allocation 
that could unfairly impact employees' right to work and career progression. 

 

4.4 Best Practices 

To address these challenges, PSCs should: 

• Implement Diverse and Inclusive AI Development Teams: Ensure a range of 

perspectives in system design 

• Conduct Regular Algorithmic Audits: Assess systems for potential biases and 

discriminatory outcomes 

• Adopt Explainable AI (XAI) Techniques: Use interpretable models where 

possible, especially in high-stakes decisions 

• Implement Human Oversight: Maintain meaningful human involvement in critical 

decision-making processes 

• Engage in Stakeholder Consultations: Involve affected communities in the design 

and implementation of AI systems 

• Establish Clear Accountability Frameworks: Define responsibilities for AI-

related decisions and outcomes 

 

4.5 Implementation Considerations 

When implementing measures to address algorithmic bias, PSCs should consider: 

• Resource Allocation: Dedicate sufficient resources to AI ethics and fairness 

initiatives 

• Cross-functional Collaboration: Involve legal, ethical, technical, and operational 

teams in addressing bias 

• Continuous Education: Keep staff updated on evolving AI ethics principles and 

best practices 

• Documentation: Maintain detailed records of AI system development, testing, and 

deployment 

• Incident Response: Develop clear protocols for addressing instances of algorithmic 

bias or discrimination 

 

4.6 Case Study: Heritage Protection Services 

This is a fictitious case study for illustrative purposes 

 
Heritage Protection Services, a large PSC, implemented an AI-powered access control system 

at a high-security facility. Initial data showed the system was disproportionately flagging 

individuals from certain ethnic backgrounds for additional screening. 

Heritage addressed this by: 

1. Conducting a thorough audit of the training data and algorithm 

2. Retraining the system with a more diverse and representative dataset 

3. Implementing a human review process for all AI-flagged cases 

4. Establishing an external ethics board to provide ongoing oversight 
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Results: These measures resulted in a 40% reduction in biased flagging while maintaining 

overall security effectiveness. 

 

4.7 Quick Tips 

• Regularly test AI systems with diverse datasets to identify potential biases 

• Implement "fairness by design" principles in AI development processes 

• Provide clear mechanisms for individuals to contest automated decisions 

• Collaborate with academic institutions or NGOs specializing in AI ethics 

 

4.8 Implementation Checklist 

□ Develop a comprehensive AI ethics policy 

□ Establish a diverse AI development and oversight team 

□ Implement regular algorithmic auditing processes 

□ Create a mechanism for external stakeholder input on AI systems 

□ Develop clear procedures for addressing identified biases 

□ Provide training on AI ethics and bias mitigation for all relevant staff 

□ Establish a process for continuous monitoring and improvement of AI systems 

 

4.9 Common Pitfalls to Avoid 

• Assuming AI systems are inherently objective or neutral 

• Relying solely on technical solutions without considering broader ethical implications 

• Neglecting to consider intersectional forms of bias 

• Implementing AI systems without adequate testing in real-world conditions 

• Failing to provide clear explanations of AI-driven decisions to affected individuals 

 
Potential Challenges and Mitigation Approaches: 

Challenge Mitigation Approach 

Lack of diverse data for training AI 
systems 

Partner with organizations to access more representative 
datasets; use data augmentation techniques 

Difficulty in detecting subtle or 
emerging forms of bias 

Implement ongoing monitoring and testing with evolving 
scenarios; engage external auditors 

Balancing transparency with 
intellectual property concerns 

Develop explainable AI models; provide meaningful 
explanations without revealing proprietary information 

Addressing biases in third-party AI 
systems 

Conduct thorough vetting of vendors; require transparency 
and auditability in contracts 

 
    Key Takeaway: By implementing responsible AI practices and actively addressing 

algorithmic bias, PSCs can enhance the fairness and effectiveness of their operations while 

upholding human rights and building trust with stakeholders. 
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5. Digital Security and Cybersecurity 

 

5.1 Definition and Relevance to PSCs 

Digital security and cybersecurity refer to the practices, technologies, and policies used 

to protect digital assets, networks, and information from unauthorized access, attacks, or 

damage. For PSCs, this is crucial due to: 

• Increasing reliance on digital systems for operations 

• Handling of sensitive client and operational data 

• Growing cyber threats targeting security companies 

• Need to maintain trust and credibility with clients 

(More detailed cybersecurity guidance can be found in Tool 5: Best Practices for Data 

Security.) 

 

5.2 Specific Challenges 

PSCs face unique cybersecurity challenges: 

• Targeted Attacks: PSCs are high-value targets for cybercriminals and state actors 

• Diverse Operational Environments: Need to secure systems across various 

client sites 

• Mobile Workforce: Securing devices and data for mobile security personnel 

• IoT and Smart Security Devices: Managing security for interconnected devices 

• Balancing Physical and Digital Security: Integrating cybersecurity with 

traditional security measures 

 

5.3 Human Rights Implications 

Human Right Implication of Cybersecurity Practices 

Right to Privacy Data breaches can expose personal information 

Freedom of Expression Overzealous monitoring may stifle communication 

Right to Information Cyber attacks can disrupt access to critical information 

Non-discrimination Biased cybersecurity measures may unfairly target certain groups 

Labor Rights Employee monitoring must respect worker privacy 

 

5.4 Best Practices 

To address these challenges, PSCs should: 

1. Implement Comprehensive Cybersecurity Policies: Develop and regularly 

update policies covering all aspects of digital security 

2. Conduct Regular Risk Assessments: Identify and address vulnerabilities in 

systems and processes 

3. Employ Strong Authentication Measures: Use multi-factor authentication and 

robust access controls 

4. Encrypt Sensitive Data: Implement end-to-end encryption for data at rest and in 

transit 
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5. Provide Ongoing Employee Training: Educate staff on cybersecurity best 

practices and emerging threats 

6. Develop Incident Response Plans: Create and regularly test plans for responding 

to cyber incidents 

7. Engage in Information Sharing: Participate in industry-specific threat 

intelligence sharing platforms 

8. Implement Network Segmentation: Separate critical systems and data from 

general networks 

9. Regularly Update and Patch Systems: Keep all software and hardware up to 

date with the latest security patches 

 

5.5 Implementation Considerations 

When implementing cybersecurity measures, PSCs should consider: 

• Resource Allocation: Dedicate sufficient budget and personnel to cybersecurity 

• Scalability: Ensure security measures can adapt to growing operations and evolving 

threats 

• Compliance: Adhere to relevant data protection and cybersecurity regulations 

• Third-Party Risk: Assess and manage cybersecurity risks from vendors and 

partners 

• User Experience: Balance security with usability to ensure adoption of security 

measures 

 

5.6 Case Study: SecureTech Innovations 

This is a fictitious case study for illustrative purposes 

 
SecureTech Innovations, a small PSC, faced a ransomware attack locking down important 

company data, including employee information and operational details. The company 

successfully mitigated the attack by:  

1. Immediately activating their incident response plan 

2. Isolating affected systems to prevent further spread 

3. Engaging a cybersecurity firm for forensic analysis and recovery 

4. Transparently communicating with employees about the incident 

5. Implementing additional security measures, including enhanced backup systems and 

employee training 

6. Utilizing offline, immutable backups to restore critical data without paying the ransom 

7. Implementing multi-factor authentication across all systems 

Results: The breach was contained within 24 hours, 98% of affected data was recovered from 

secure backups, and no ransom was paid. SecureTech's proactive approach strengthened 

employee trust and led to improved security practices. 

 

5.7 Quick Tips 

•      Use strong, unique passwords for all accounts and systems 

•     Regularly back up critical data and test restoration processes 

•      Implement and maintain up-to-date antivirus and firewall protection 
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•        Limit access to sensitive data on a need-to-know basis 

•         Secure mobile devices with remote wipe capabilities 

•                     Monitor networks for unusual activity and potential threats 

 

5.8 Implementation Checklist 

□ Develop a comprehensive cybersecurity policy 

□ Conduct a thorough risk assessment of all digital assets 

□ Implement strong access controls and authentication measures 

□ Encrypt sensitive data both at rest and in transit 

□ Establish a regular employee cybersecurity training program 

□ Create and test an incident response plan 

□ Set up a system for regular software updates and patch management 

□ Implement network monitoring and intrusion detection systems 

□ Establish a data backup and recovery system 

□ Conduct regular security audits and penetration testing 

 

5.9 Common Pitfalls to Avoid 

• Neglecting to update software and systems regularly 

• Overlooking the human factor in cybersecurity 

• Failing to properly secure mobile devices and remote access points 

• Underestimating the importance of physical security in cybersecurity 

• Neglecting to test backup and recovery systems regularly 

• Assuming small PSCs are not targets for cyber attacks 

 
Potential Challenges and Mitigation Approaches: 

Challenge Mitigation Approach 

Limited cybersecurity budget Prioritize critical assets; leverage cloud-based security solutions 

Keeping up with evolving threats 
Engage in threat intelligence sharing; subscribe to security 
advisory services 

Securing diverse client 
environments 

Develop flexible, adaptable security protocols; conduct regular 
site-specific risk assessments 

Balancing security with 
operational efficiency 

Implement user-friendly security measures; automate security 
processes where possible 

Managing insider threats 
Implement principle of least privilege; conduct regular security 
awareness training 

 
    Key Takeaway: By implementing robust digital security and cybersecurity measures, 

PSCs can protect their assets, maintain client trust, and uphold their commitment to human 

rights in the digital realm. 
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6. Accountability and Transparency 

 

6.1 Definition and Relevance to PSCs 

Accountability refers to the obligation of PSCs to take responsibility for their actions and 

decisions, while transparency involves openly sharing information about operations, 

policies, and practices. For PSCs, these principles are crucial due to: 

• The sensitive nature of security operations 

• Potential impact on human rights and civil liberties 

• Need to maintain public trust and client confidence 

• Increasing regulatory scrutiny of the private security sector 

(This topic is further elaborated in Tool 10: Accountability and Transparency.) 

 

6.2 Specific Challenges 

PSCs face unique challenges in implementing accountability and transparency: 

• Balancing transparency with operational security and client confidentiality 

• Addressing complex chains of responsibility in multi-stakeholder environments 

• Navigating diverse legal and regulatory frameworks across jurisdictions 

• Managing reputational risks associated with security incidents 

• Ensuring accountability in the use of emerging technologies like AI and  

Biometrics 

 

6.3 Human Rights Implications 

Human Right Accountability and Transparency Implications 

Right to Remedy Ensuring accessible grievance mechanisms and effective redress 

Right to Information Providing clear, accessible information about security practices 

Right to Privacy Balancing transparency with protection of personal data 

Freedom from Arbitrary 
Detention 

Ensuring accountability for use of force and detention practices 

Labor Rights 
Transparent reporting on working conditions and employee 
treatment 

 

6.4 Best Practices 

To address these challenges, PSCs should: 

1. Establish Clear Governance Structures: Define roles, responsibilities, and 

decision-making processes 

2. Implement Robust Reporting Mechanisms: Develop systems for internal and 

external reporting of incidents and concerns 

3. Engage in Stakeholder Dialogue: Regularly communicate with clients, 

employees, local communities, and regulators 

4. Conduct Regular Audits: Perform internal and external audits of operations and 

practices 
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5. Publish Transparency Reports: Regularly disclose information on operations, 

incidents, and human rights impacts 

6. Implement Effective Grievance Mechanisms: Establish accessible, fair 

processes for addressing complaints 

7. Provide Human Rights Training: Educate staff on human rights responsibilities 

and accountability measures 

8. Participate in Industry Initiatives: Engage in sector-wide efforts to improve 

accountability and transparency 

 

6.5 Implementation Considerations 

When implementing accountability and transparency measures, PSCs should consider: 

• Resource Allocation: Dedicate sufficient resources to oversight and reporting 

functions 

• Cultural Change: Foster a culture of accountability throughout the organization 

• Technology Integration: Leverage digital tools for improved tracking and 

reporting 

• Stakeholder Expectations: Understand and address varying expectations of 

different stakeholders 

• Continuous Improvement: Regularly review and update accountability practices 

 

6.6 Case Study: GlobalGuard Security Solutions 

This is a fictitious case study for illustrative purposes 

 
GlobalGuard Security Solutions, a mid-sized PSC, faced public scrutiny after a cyber attack 

disabled their CCTV systems at multiple high-profile client sites for 12 hours. The company 

responded by:  

1. Immediately activating their incident response plan 

2. Engaging a cybersecurity firm to investigate and restore systems 

3. Implementing temporary physical security measures to compensate 

4. Transparently communicating with clients and the public about the incident 

5. Conducting a thorough post-incident review and security upgrade 

Results: Systems were fully restored within 24 hours, no security breaches occurred during 

the outage, and 95% of affected clients retained GlobalGuard's services. The company's 

transparent approach led to industry recognition for crisis management. Key Lesson: 

Proactive incident response and transparent communication can turn a potential crisis into an 

opportunity to demonstrate commitment to security and accountability. 

 

6.7 Quick Tips 

•        Regularly publish key performance indicators related to human rights and security 

practices 

•          Conduct periodic self-assessments against international standards like the ICoC 

and the UN Guiding Principles on Business and Human Rights 

•     Establish an ethics committee with external members for enhanced oversight 

•        Maintain open communication channels with all stakeholders 
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•           Document decision-making processes for high-risk operations 

 

6.8 Implementation Checklist 

□ Develop a comprehensive accountability and transparency policy 

□ Establish clear reporting lines and responsibilities within the organization 

□ Implement a robust incident reporting and management system 

□ Create and publicize an accessible grievance mechanism 

□ Conduct regular internal and external audits of operations 

□ Provide ongoing training on accountability and human rights for all staff 

□ Engage in regular stakeholder consultations 

□ Publish annual transparency reports 

□ Participate in relevant industry certification programs 

□ Regularly review and update accountability practices 

 

6.9 Common Pitfalls to Avoid 

• Treating accountability as a one-time effort rather than an ongoing process 

• Neglecting to involve external stakeholders in accountability measures 

• Failing to follow up on reported incidents or concerns 

• Overlooking the importance of internal transparency and communication 

• Assuming that compliance with legal requirements is sufficient for true accountability 

• Neglecting to adapt accountability measures to local contexts in international 

operations 

 
Potential Challenges and Mitigation Approaches: 

Challenge Mitigation Approach 

Balancing transparency with client 
confidentiality 

Develop clear guidelines on information sharing; use 
aggregated data where possible 

Addressing accountability in complex 
operational environments 

Implement clear chains of responsibility; conduct regular 
operational reviews 

Managing reputational risks associated 
with increased transparency 

Proactively communicate about challenges and 
improvement efforts; emphasize commitment to 
accountability 

Ensuring consistent practices across 
diverse operations 

Develop standardized global policies with flexibility for local 
adaptation; conduct regular cross-operational audits 

Overcoming resistance to increased 
oversight 

Foster a culture of accountability through leadership 
example and employee engagement 

 
    Key Takeaway: By implementing robust accountability and transparency measures, 

PSCs can enhance their credibility, improve operational effectiveness, and demonstrate their 

commitment to responsible security practices and human rights protection. 
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7. Labor Rights in the Digital Age 

 

7.1 Definition and Relevance to PSCs 

Labor rights in the digital age refer to the fundamental rights and protections of workers 

in the context of increasing digitalization and technological advancements. For PSCs, this is 

particularly relevant due to: 

• Increasing use of digital tools and platforms in security operations 

• Emergence of remote and flexible work arrangements 

• Growing reliance on data-driven performance metrics 

• Potential for digital surveillance of employees 

• Need to balance security requirements with worker privacy and rights 

(For a more comprehensive discussion of labor rights in PSCs, including digital aspects, see 

Tool 12: Labor Rights in Private Security Companies.) 

 

7.2 Specific Challenges 

PSCs face unique challenges in upholding labor rights in the digital age: 

• Balancing employee monitoring for security purposes with privacy rights 

• Ensuring fair treatment in algorithm-based performance evaluations 

• Managing work-life balance in always-connected environments 

• Addressing potential job displacement due to automation and AI 

• Maintaining labor standards across diverse digital platforms and work arrangements 

• Ensuring digital skills training and development opportunities 

 

7.3 Human Rights Implications 

Human Right Implication of Digital Labor Practices 

Right to Privacy 
PSCs must balance operational needs with employees' privacy 
rights when implementing monitoring and data collection 
practices. 

Freedom of Association 
Digital work environments should not impede workers' ability 
to organize or engage in collective activities. 

Right to Fair and Just Working 
Conditions 

Digital performance metrics must not lead to unreasonable 
workloads or compromised working conditions. 

Non-discrimination 
AI-driven hiring and evaluation processes should be regularly 
audited to prevent bias and ensure equal opportunities. 

Right to Rest and Leisure 
Policies should respect employees' right to disconnect, 
preventing digital tools from excessively blurring work-life 
boundaries. 

Right to Education 
PSCs should provide access to digital skills training, enabling 
employees to adapt to technological changes in the workplace. 

 

7.4 Best Practices 

To address these challenges, PSCs should: 

1. Develop Comprehensive Digital Labor Policies: Create clear guidelines on 

digital rights and responsibilities 
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2. Implement Transparent Monitoring Practices: Clearly communicate the 

extent and purpose of employee monitoring 

3. Ensure Fair Algorithm-based Evaluations: Regularly audit and adjust 

performance metrics for fairness 

4. Promote Digital Well-being: Implement policies to prevent digital burnout and 

respect off-duty time 

5. Provide Digital Skills Training: Offer ongoing training to help employees adapt 

to technological changes 

6. Protect Freedom of Association: Ensure digital platforms do not hinder 

unionization efforts 

7. Implement Ethical AI Practices: Use AI responsibly in hiring, evaluation, and 

workforce management 

8. Maintain Human Oversight: Ensure critical decisions affecting workers involve 

human judgment 

9. Respect Data Privacy: Implement robust data protection measures for employee 

information 

 

7.5 Implementation Considerations 

When implementing digital labor rights measures, PSCs should consider: 

• Legal Compliance: Stay updated on evolving digital labor laws across jurisdictions 

• Technological Infrastructure: Ensure systems support fair and transparent 

digital labor practices 

• Stakeholder Engagement: Involve employees in developing digital workplace 

policies 

• Cultural Adaptation: Foster a culture that respects digital rights and work-life 

balance 

• Regular Review: Continuously assess the impact of digital tools on labor rights 

 

7.6 Case Study: Heritage Protection Services 

This is a fictitious case study for illustrative purposes 

 
Heritage Protection Services, a large PSC, faced challenges with employee burnout due to 

constant digital connectivity. The company addressed this by: 

1. Implementing a "right to disconnect" policy outside of work hours 

2. Developing a digital skills training program for all employees 

3. Creating an anonymous digital feedback system for workplace concerns 

4. Establishing a joint management-employee committee on digital workplace issues 

Results: These initiatives led to improved employee satisfaction, reduced turnover, and 

enhanced operational efficiency. 

 
 

7.7 Quick Tips 

•        Establish clear guidelines for digital work hours and expectations 

•      Implement strong data protection measures for employee information 
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•        Regularly audit AI-driven decision-making processes for fairness 

•            Provide ongoing digital literacy training for all employees 

•     Encourage open dialogue about digital workplace challenges 

 

7.8 Implementation Checklist 

□ Develop a comprehensive digital labor rights policy 

□ Implement transparent employee monitoring practices 

□ Establish fair and explainable AI-driven evaluation processes 

□ Create a digital skills development program 

□ Implement measures to protect work-life balance in digital environments 

□ Ensure digital platforms support freedom of association 

□ Conduct regular audits of digital labor practices 

□ Establish a grievance mechanism for digital workplace issues 

□ Provide training on digital rights and responsibilities for all employees 

□ Regularly review and update digital labor policies 

 

7.9 Common Pitfalls to Avoid 

• Overreliance on digital monitoring without considering privacy implications 

• Neglecting to update labor policies to address new digital realities 

• Assuming all employees have equal digital literacy and access 

• Failing to consider the long-term impacts of AI and automation on the workforce 

• Overlooking the importance of human interaction in increasingly digital workplaces 

• Neglecting to address potential biases in AI-driven HR processes 

 
Potential Challenges and Mitigation Approaches: 

Challenge Mitigation Approach 

Balancing security needs with employee 
privacy 

Develop clear, transparent policies on digital monitoring; 
involve employees in policy-making 

Addressing potential job displacement 
due to automation 

Implement reskilling programs; explore ways to redeploy 
workers to high-value tasks 

Ensuring fair treatment in algorithm-
based evaluations 

Regularly audit AI systems for bias; maintain human 
oversight in critical decisions 

Managing work-life balance in always-
connected environments 

Implement and enforce "right to disconnect" policies; 
promote digital well-being 

Adapting to rapidly evolving digital labor 
laws 

Establish a dedicated team to monitor legal changes; 
regularly update policies 

 
    Key Takeaway: By prioritizing labor rights in the digital age, PSCs can create a more 

equitable, productive, and sustainable work environment while upholding their commitment 

to human rights in the digital realm. 
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8. Summary and Key Takeaways 

 

8.1 Recap of Main Human Rights Challenges 

This toolkit has explored several key human rights challenges posed by ICTs in Private 

Security Companies: 

1. Privacy and Data Protection: 

o Balancing security needs with individual privacy rights 

o Ensuring responsible collection, storage, and use of personal data 

o Protecting sensitive information from breaches and unauthorized access 

2. Surveillance and Monitoring: 

o Mitigating the potential for excessive or intrusive surveillance 

o Ensuring proportionality and necessity in monitoring practices 

o Addressing the risk of chilling effects on freedom of expression 

3. Algorithmic Bias and Discrimination: 

o Identifying and mitigating bias in AI-driven security systems 

o Ensuring fairness and non-discrimination in automated decision-making 

o Maintaining human oversight in critical security operations 

4. Digital Security and Cybersecurity: 

o Protecting digital assets and information from cyber threats 

o Ensuring the integrity and availability of critical security systems 

o Balancing cybersecurity measures with respect for human rights 

5. Accountability and Transparency: 

o Implementing clear governance structures for ICT use 

o Ensuring effective reporting mechanisms and stakeholder engagement 

o Providing accessible grievance mechanisms for addressing concerns 

6. Labor Rights in the Digital Age: 

o Protecting worker privacy in increasingly digital environments 

o Ensuring fair treatment in algorithm-based performance evaluations 

o Addressing potential job displacement due to automation and AI 

 

8.2 Overarching Best Practices 

To address these challenges, PSCs should consider the following overarching best practices: 

1. Adopt a Human Rights-Based Approach: Integrate human rights 

considerations into all aspects of ICT use and development. 

2. Implement Robust Data Governance: Establish comprehensive policies and 

procedures for responsible data management throughout its lifecycle. 

3. Ensure Transparency and Accountability: Maintain clear communication 

about ICT practices and provide mechanisms for oversight and redress. 

4. Prioritize Privacy by Design: Incorporate privacy protections into the 

development and implementation of all ICT systems. 

5. Conduct Regular Impact Assessments: Perform ongoing evaluations of how ICT 

use affects human rights and adjust practices accordingly. 
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6. Invest in Training and Awareness: Ensure all staff understand the human rights 

implications of ICT use in security operations. 

7. Engage with Stakeholders: Maintain open dialogue with employees, clients, 

communities, and other relevant parties about ICT practices. 

8. Stay Informed and Adaptable: Keep abreast of technological advancements and 

evolving legal and ethical standards in the field. 

9. Implement Ethical AI Practices: Develop and adhere to clear guidelines for the 

responsible use of AI in security operations. 

10. Foster a Culture of Digital Ethics: Promote an organizational culture that values 

and prioritizes digital rights and responsibilities. 

 

8.3 Future Considerations 

As technology continues to evolve, PSCs must remain vigilant and forward-thinking in their 

approach to ICT use: 

1. Emerging Technologies:  

o Prepare for the integration of advanced AI, Internet of Things (IoT), and 

augmented reality in security operations 

o Consider the human rights implications of these technologies before 

implementation 

2. Regulatory Landscape:  

o Anticipate and prepare for more stringent regulations on data protection, AI use, 

and digital rights 

o Participate in industry dialogues to shape responsible ICT use standards 

3. Changing Threat Landscape:  

o Stay ahead of evolving cybersecurity threats and their potential impact on human 

rights 

o Develop adaptive strategies to balance security needs with rights protection 

4. Workforce Transformation:  

o Address the short, medium and long-term implications of automation and AI on 

the security workforce 

o Invest in reskilling and upskilling programs to prepare employees for future roles 

5. Global Digital Divide:  

o Consider how disparities in digital access and literacy may affect operations and 

stakeholders 

o Develop strategies to ensure inclusive and equitable ICT practices 

6. Ethical AI Development:  

o Contribute to the development of ethical AI standards in the security industry 

o Invest in research and development of AI systems that are transparent, 

explainable, and rights-respecting 

7. Cross-Border Data Flows:  

o Prepare for increasing complexity in managing data across different jurisdictions 

o Develop strategies for complying with varied and potentially conflicting data 

protection regimes 
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By staying attuned to these future considerations and maintaining a proactive stance on 

human rights in ICT use, PSCs can position themselves as responsible industry leaders in the 

digital age. 
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Glossary 

 
1. Algorithmic Bias: The systematic and repeatable errors in a computer system that 

create unfair outcomes, such as privileging one arbitrary group of users over others. 

 
2. Biometric Data: Personal data resulting from specific technical processing relating to 

the physical, physiological, or behavioral characteristics of a natural person, which allow 

or confirm the unique identification of that natural person. 

 
3. Cybersecurity: The practice of protecting systems, networks, and programs from digital 

attacks, unauthorized access, and data breaches. 

 
4. Data Breach: A security incident in which sensitive, protected or confidential data is 

copied, transmitted, viewed, stolen or used by an individual unauthorized to do so. 

 
5. Data Minimization: The practice of limiting the collection of personal information to 

that which is directly relevant and necessary to accomplish a specified purpose. 

6. Data Protection Impact Assessment (DPIA): A process to help identify and minimize the 

data protection risks of a project or plan. 

 
7. Digital Rights: Human rights that allow individuals to access, use, create, and publish 

digital media or to access and use computers, other electronic devices, and 

telecommunications networks. 

 
8. Encryption: The process of converting information or data into a code, especially to 

prevent unauthorized access. 

 
9. Freedom of Assembly: The individual right or ability of people to come together and 

collectively express, promote, pursue, and defend their collective or shared ideas. 

 
10. Freedom of Expression: The right to express one's ideas and opinions freely through 

speech, writing, and other forms of communication without fear of government 

retaliation or censorship. 

 
11. Human Rights Impact Assessment: A process for identifying, understanding, 

assessing and addressing the adverse effects of a business project or activities on the 

human rights enjoyment of impacted rights-holders. 

 
12. Information and Communication Technologies (ICTs): An extensional term for 

information technology (IT) that stresses the role of unified communications and the 

integration of telecommunications and computers, as well as necessary enterprise 

software, middleware, storage, and audiovisual systems. 

 
13. Labor Rights: A group of legal rights and claimed human rights having to do with labor 

relations between workers and their employers, usually obtained under labor and 

employment law. 

14. Privacy by Design: An approach to systems engineering which takes privacy into 

account throughout the whole engineering process. 
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15. Private Security Company (PSC): A company that provides security services, 

including guarding, surveillance, and risk management to private and public clients. 

 
16. Right to Privacy: The right of an individual to be free from unauthorized intrusion and 

to determine when, how, and to what extent information about them is shared with 

others. 

 
17. Surveillance: The monitoring of behavior, activities, or information for the purpose of 

information gathering, influencing, managing or directing. 

 
18. Transparency: The practice of being open, honest, and straightforward about various 

company operations and decisions. 
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https://www.ohchr.org/sites/default/files/Documents/Issues/HRIndicators/GuidanceNoteonApproachtoData.pdf
https://iapp.org/resources/article/privacy-program-management/
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Further Reading 

 
"The Age of Surveillance Capitalism" by Shoshana Zuboff  

• A comprehensive analysis of the challenges to privacy and democracy posed by digital 

technologies, exploring the concept of surveillance capitalism. 

• URL: https://www.supersummary.com/the-age-of-surveillance-

capitalism/summary/ 

 
"Data and Goliath: The Hidden Battles to Collect Your Data and Control Your 

World" by Bruce Schneier  

• Explores the risks and implications of mass data collection and surveillance, 

providing insights into how data is used by governments and corporations. 

• URL: https://www.lawfaremedia.org/article/review-schneiers-data-and-goliath 

 
"Weapons of Math Destruction: How Big Data Increases Inequality and 

Threatens Democracy" by Cathy O'Neil  

• Examines the impact of algorithms and big data on society, focusing on issues of bias 

and discrimination. 

• URL: https://en.wikipedia.org/wiki/Weapons_of_Math_Destruction 

 
"The UN Guiding Principles on Business and Human Rights: An Introduction" 

by the UN Office of the High Commissioner for Human Rights  

• Provides a framework for understanding business responsibilities in respecting 

human rights. 

• URL: 

https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciple

sbusinesshr_en.pdf 

 
"Privacy's Blueprint: The Battle to Control the Design of New Technologies" by 

Woodrow Hartzog  

• Discusses the concept of "privacy by design" and its importance in the digital age. 

• URL: https://www.amazon.com/Privacys-Blueprint-Battle-Control-

Technologies/dp/0674976002 

 
"The Ethical Algorithm: The Science of Socially Aware Algorithm Design" by 

Michael Kearns and Aaron Roth  

• Explores how to design algorithms that are both effective and ethically sound. 

• URL: https://www.goodreads.com/book/show/44244975-the-ethical-algorithm 

 
"Human Rights in the Age of Platforms" edited by Rikke Frank Jørgensen  

• A collection of essays examining the human rights implications of digital platforms. 

• URL: https://mitpress.mit.edu/9780262039055/human-rights-in-the-age-of-

platforms/ 
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